Don’t put anything you don’t want seen by your:
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- Parents

- Grandparents

- Religious Leaders

- Coach!

- Law Enforcement 

  Agencies

-Future Employers

There is a reason people call it stalker-net!!
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1. You don’t want to have this guy looking at everything about you!

2. It is very easy for people to find exactly where you live or where you are going to be one night.

3. People can look at your info without you even knowing about it.
Can your profile be used against you??
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Yes, your profile is public information.  It can be used by the UPD, Judicial Affairs, FBI, The 6th Circuit Court of Montana...basically anyone!

Things to avoid putting on your profile:
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♠ Home phone numbers
♠ Cell phone numbers

♠ Exact addresses

♠ Basically anything that can    
be used to find you

  If someone wants to contact you they’ll send you a message.

Groups!!
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♦  Groups are a fun way to meet new people who share common interests.

♦  Everyone can see what groups you are in…which can be a bad thing.

♦  You might end up associated with a group you don’t want to be with because you are a “groupie”
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♦  Words on electronic forums are still words in real life.  Words can be hurtful no matter what form they come in

[image: image7.jpg]


If you put your name on a list for a party:

♣  People who you might not want to see could show up knowing you will be there.

♣  Someone who thinks your picture is attractive could slip something in your drink. 
♣  Someone could get into your room knowing that you will be out for the night.

♣  Not all parties on the Facebook are bad events, in fact it is a good way to become more social throughout Chucktown.

Some info you provide can lead to other info!
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> Your Illinois Drivers License number is a mathematical formula based on your birthday (mm/dd/yyy) and your name.

> Having your birth date listed can easily be calculated to find your license number that can make it easier for con artists to get your social security number.

> Consider if it is necessary for everyone to know when your birthday is.

Welcome to Facebook!!

☻Facebook can be a fun, addicting and useful tool while you are here at college.

☻Unfortunately there are some people that like to take advantage of the information you put up in your profile.

☻The information below should help you be a safer and smart facebook user! 

USE YOUR BEST JUDGEMENT!
Suggestions for you:

◘ Change your settings to allow only your friends to see your profile

◘ Make a conscious effort to not put anything that could be considered self-incriminating

◘ Be aware of what you are posting.  Just because you can tell everyone every thing about you does not mean you have to.

◘ If you think someone may be stalking you or you feel uncomfortable contact Facebook, your R.A., or the police.

Cha, cha, cha, changes!

♪ Facebook is constantly changing and adding new tools.

♪ Recently they added the status option.  Be careful that you are not providing too specific information about where you are.

♪ Listing your summer, Thanksgiving, or Holiday Break plans is a good tool for friends from your hometown to see what you are doing when you are home.  It is also a good way to let those people you do not want to see when you are home where you will be.

♪ As always, be as general as possible!  You can just say ‘At home, give me a call and we can hang out.’  That is safer than anything else!

Smile…Photos!!

1. No nudity! Nobody wants to see you naked (especially your parents!).

B. Your friends might not want certain photos tagged onto their profile.  If they are looking to get a job and the employer looks at their profile and sees them doing lines of cocaine off of a hookers ass… they might not be too happy with you. IT HAS HAPPENED!!
III. Remember that if someone reports it, you can be booted off!
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